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Cyber Defense CRI

Outdated software and unpatched systems can be a big hurdle for any organization’s security. Vulnerability
protection is becoming increasingly important especially with evolving compliance regulations and standards.
To keep up, you need a solution that can provide real-time insights, actionable intelligence—and peace of mind.

Our Cyber Defense CRI (Cyber Risk Intelligence) solution, powered by CyFlare, is a unified and continuous cyber risk platform
that helps you quickly manage and mitigate internal security risks through a single pane of glass. It scans and identifies
security gaps and weaknesses while providing actionable recommmendations and mitigation plans.

Fully managed by our security operations center (SOC ),* Cyber Defense CRI works to identify vulnerabilities, discover
sensitive data, secure configuration management, provide dark web monitoring and more.

Key Benefits

Enhanced network security

Internal scans on devices and servers and vulnerability
protection provides a strong security posture.

Optimized performance and reliability

Cyber risk monetization allows you to estimate the potential
financial impact of a data breach or ransomware attack so
that you can make better informed decisions.

Greater performance visibility

You’ll have access to our Cyber Defense One portal, which
provides high visibility into data across clouds, networks,
endpoints and applications. A single portal for frictionless
SOCaaS enablement including live chat, analytics, reporting
and more.

*Crown Castle’s SOC is managed and powered by CyFlare.

Dedicated support and monitoring

Specialized experts provide complete care to support
your everyday needs. You will have a dedicated Crown
Castle Client Service Manager focused on providing you
with ongoing account support, including billing, account
changes and renewals, quarterly business reviews and
more. At the same time, we also provide specialized
consultation, monitoring and communication expertise
from your dedicated CyFlare Customer Success Manager
and Systems Engineer.

Lower capital and operational cost

With Cyber Defense, you'll receive 24/7/365 monitoring
and guidance where and when you need it, without the
large upfront costs required for in-house management.
This allows you to allocate resources to your most pressing
business needs while minimizing operational costs.

For more information, please contact 1-888-897-4138 or visit CrownCastle.com



Technical Specifications

FEATURES CYBER DEFENSE CRI BASIC CYBER DEFENSE CRI COMPLETE

Vulnerability scanning strategy development
Scanning architecture development
Configure scanning jobs

Continuous health checks

Internal and external vulnerability scanning
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Web application scanning

Dark web monitoring and alerting
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Remediation plan builder

Active directory insights

Ongoing configuration management
Root cause analysis in user interface
Operational dashboard (coverage)

Integrates with Cyber Defense XDR
for better investigations
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24/7 monitoring of critical vulnerabilities : —

Integration with our SOAR for automated workflows
and enhanced security response

Deeper insights into zero-day threats and configuration issues : —

Advanced scanning, prioritization and automated remediation
of vulnerabilities
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Why Crown Castle?

Our unique, nationwide portfolio
With approximately 90,000 route miles of fiber, we own and operate one of the largest
and densest fiber networks in the country with a presence in 23 of the top 25 US markets.

Our solutions

We have your networking
and security needs

Our proven track record covered. Visit our
In our 30 years of experience owning and operating network assets we’ve seen it all and infrastructure solutions
we’re always ready to adapt to changing network trends. page to learn more about

our suite of solutions and
how they can solve your
toughest challenges.

Our deep expertise
We’ve worked with nearly every industry so we understand your unique opportunities
and challenges and can tailor solutions to meet your goals.
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CROWN Crown Castle owns, operates and leases more than 40,000 cell towers and approximately
CASTLE 90,000 route miles of fiber supporting small cells and fiber solutions across every major

US market. This nationwide portfolio of communications infrastructure connects cities and
communities to essential data, technology and wireless service—bringing information, ideas
and innovations to the people and businesses that need them.
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